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The abuse of the credit card systems is a significant cause
of financial risks that are subjecting both the customers and the
banking institutions to a significant level of risk. Conventional fraud
detection systems, which are generally based on a preconfigured
set of rules, are unable to adapt fast enough to changing fraud
techniques. Consequently, they often produce a significant number
of false alarms and decrease the effectiveness of the entire
prevention procedure. To overcome these limitations, this paper
presents a machine learning-based framework, which combines the
use of Amazon SageMaker and XGBoost. With the help of historical
transaction data classified as legitimate or malicious, the model is
taught the ability to identify the slight changes of behavior that can
lead to malice. The proposed approach will enable quick, adaptive
evaluation unlike fixed rule engines and can dynamically adapt to
new fraud patterns. Such models can be created, modified and
stored in Amazon SageMaker, using limited infrastructure, in an easy
managed manner. Gradient boosting implementations, such as
XGBoost provide greater accuracy and lower false positive
detection rates. As a result, this combined usage will strengthen
payment security and improve the reliability and convenience of
transaction processing for all financial organizations and customers.
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I. INTRODUCTION

As the number of transactions made electronically is on an upward trend, the problem of credit card fraud has become
a burning issue to both individuals and financial organizations. Traditional rule-based systems simply do not keep up with more
advanced offenders and their methods of committing fraud, thus they are frequently unable to discover the hidden structure of
a fraud. A potential solution is machine learning. As an example, one can refer to the project Fraud Shield, in which the authors
state that with the help of cutting-edge analytics and scalable cloud solutions, they can evaluate huge amounts of payment data,

increasing the effectiveness of identifying suspicious activity.

Although solutions like Fraud Shield use strong ensemble models such as XGBoost to identify frauds, a more explainable
model was used in this project; an implementation of Logistic Regression. Famous due to the ability to estimate the unique
aspects that inform a binary classification process, Logistic Regression discloses the Standalone factors that control the

classification of a transaction as either legitimate or suspicious.

This not only aids in understanding and explaining the decision-making process but also serves as a solid foundation for

developing more complex models in the future.

The aim of the study is to develop an effective system of fraud detection that encompasses both sophisticated learning
models with the interpretability of logistic regression that will ensure the flexibility to new methods used in fraud and maintain

transparency in the classification outcome.
Il. LITERATURE REVIEW

Credit card fraud presents substantial financial threats and requires advanced machine learning (ML) and cloud-based
detection systems. Conventional techniques are not effective in overcoming the changing patterns of frauds and this

necessitates the use of ML models to identify frauds accurately [1], [2].

ML methods such as Random Forest (RF), Logistic Regression (LR), Decision Tree (DT), and XGBoost (XGB) are known to
have high interpretations of fraud detection with an accuracy of 98.37 and F1-score of 97.95. The techniques of pre-processing
used to improve data quality include feature selection and outlier rejection [3], [4]. Further models such as Hidden Markov
Models, Naive Bayes, and k- Nearest Neighbors are behavioral analysis models that enhance the detection of frauds based on

transaction patterns [5].

SMOTE is used in conjunction with ensemble models optimised by Particle Swarm Optimisation (PSO) to address the
imbalance between authentic and fraudulent samples in fraud detection. Robust performance is ensured by evaluation metrics
like Precision, Recall, F1-score, and Accuracy [7], [8]. Cloud computing provides a means to perform secure, scalable monitoring
to minimize data loss and confidentiality problems, however when it comes to fraud detection, systems such as Convolutional
Neural Networks (CNN), Support Vector Machines (SVM), and Artificial Neural Networks (ANN) perform much better than

traditional ML systems.

During COVID-19, there was a 225% increase in online fraudulent transactions that created more demand for Al-based
solutions.ii Therefore, using AWS-based fraud detection systems such as Fraud Detector, A2l, SageMaker, Glue, and Lambda,
real-time confirmation of identity and efficient processing of transactions become possible. [9], [10]. On a whole, rule-based
methods in fraud detection were the traditional approach, but do not appropriately accommodate the ongoing changes in
fraud. iii However, machine learning models are able to predict outcomes based on patterns from previously processed
transaction records and therefore have provided increases in accuracy, where as traditional methods were much below what
would be considered acceptable [11], [12]. For example, models such as Decision Trees (DT), SVM, and various ensemble

methods have demonstrated superior accuracy levels [13], [14].

Sophisticated methods using deep learning techniques, particularly ANNs and CNNs, have been instrumental in
advancing fraud detection due to their capabilities for accurately modelling the correlations among many variables (high-
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dimensional data) [15],[16]. In addition to those, recent studies explored the usage of autoencoders and GANs for detecting

anomalies in credit card transactions; the results showed promise [17],[18].

Cloud-based systems on platforms such as AWS offer both scalability and cost-effective options for deploying fraud
detection systems. Real-time detection can be implemented at a lower overall infrastructure cost through serverless computing
and services such as AWS Lambda, SageMaker and Fraud Detector [19]. Implementation of tough regulations like GDPR and
PCI DSS has created challenges for companies to ensure that customer data maintains its confidentiality, which is a major focus
in today's world [20]. Various machine learning algorithms are used in conjunction with these cloud-based solutions to optimize

accuracy and dependability in fraud deterrent processes.

To identify fraud, a number of models based on DT, RF, ANN, LR, and SVM are used. Feature selection techniques such
as chi- and Pearson correlationTests help identify important characteristics, which improves model effectiveness as digital
marketplaces expand quickly and credit cards become more widely used [21], [22]. Logistic regression minimises false positives

while achieving nearly 99% accuracy, according to comparative analyses [21].

The rapid expansion of digital marketplaces and the growing prevalence of credit cards have led to a sharp increase in
fraud incidents. For effective fraud detection, more sophisticated methods like approximate reasoning, artificial intelligence,
and data mining are required because traditional pattern-matching techniques have proven inadequate [21], [22]. According
to recent studies, Transformer models outperform traditional machine learning algorithms like RF, SVM, and XGB in detecting
fraud. Their robust and consistent performance is supported by metrics such as Precision, Recall, F1 Score, and ROC AUC [23].

The rare instances of fraudulent transactions lead to a significant class imbalance which makes the problem of accurate
detection more difficult. Various boosting methods, like XGB, are used to tackle this problem and hence, the detection accuracy
is getting better [24], [25]. Besides that, ML models built with TensorFlow have been found to be very helpful in fraud prediction
as they take in past transaction data and thus, the output is an efficient and accurate detection system [26].

Majority of Americans faced credit card fraud in 2021 as per the findings published in 2021. This situation had been the
cause for an urgent call to automate fraud detection methods. Out of six supervised machine learning models—Naive Bayes,
SVM, RF, KNN, LR, and XGB-SVM was found to have the highest accuracy in detecting fraud transactions [27],[28].

Deep learning methods notably CNNs, have similarly demonstrated considerable potential in fraud detection. Using the
European card benchmark dataset, experiments unveiled that accuracy, F1-score, and AUC metrics were substantially improved

when deep learning was integrated with data balancing techniques [29],[30].
lll. METHODOLOGY

The suggested system utilizes Amazon SageMaker to develop and deploy an XGBoost model for the identification of
fraudulent credit card transactions through a range of processes including: preprocessing; training; validating; deploying;

and monitoring in real-time.
A. Data Collection and Preprocessing

To train the model, an openly available dataset of credit card transactions would be utilized. Prior to the training stage,

preprocessing steps would take place, including:
1.Data Cleaning: Removing missing values, duplicates, and inconsistencies.

2.Feature Engineering: Extracting significant features, including transaction time, amount, merchant category, and

user spending behaviors.
3.Handling Data Imbalance: Given the scarcity of fraudulent transactions, SMOTE is utilized to balance the data.

4.Data Normalization: Standardizing numerical features to improve model convergence.
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B. Model Training Using XGB on Amazon SageMaker

The algorithm is selected based on the fact that it implements an optimized version of the traditional gradient boosting
algorithm (XGBoost), which is known for its accuracy and is able to be executed in a timely manner when performing the task
of identifying fraudulent credit card transactions. As an example, the model would be trained using Amazon SageMaker's
managed training environment (the managed training environment is known to support high-performance computing)

alongside GPU-based instances for faster processing.
Key training steps:
1.Hyperparameter Optimization: SageMaker's auto-tuning optimizes learning rate, tree depth, and estimator count.

2.K-Fold Cross-Validation: Adopted to prevent excessive fitting to observed data and maintain robust predictive

accuracy.
3.Parallel Processing: SageMaker distributes computations across multiple instances to reduce training time.
C. Model Evaluation
The below metrics that would be utilized to evaluate how effectively the model identifies fraudulent transactions.
1.Accuracy: Quantifies the total predictive accuracy
2.Precision & Recall: Measures how well the model will identify fraudulent transactions.
3.F1-Score: composite measure of both precision and recall.
ROC-AUC Score: measure of how well the model can distinguish between fraudulent and non-fraudulent transactions.

Once the training has been completed, hosting services provided by Amazon SageMaker would be used to provide
access to the trained XGBoost model through a REST API so that real-time access can be accomplished.

Scalable API Integration: A REST APl is provisioned to serve the model for real-time fraud detection.
1.AWS Lambda & API Gateway: Enables secure and low-latency model inference.

2.Auto Scaling: Adjusts computational resources dynamically based on incoming transaction volume.

D. Continuous Monitoring and Model Improvement

In addition, once the model has been deployed, it would be monitored over-time for accuracy through the use of both
Amazon SageMaker Model Monitor and Amazon CloudWatch. Key components that would require monitoring include:

1.Data Drift Detection: |dentifies changes in transaction patterns.

2.Automated Retraining: Triggers model updates when performance degradation is detected.
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Figure 1
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The training and validation loss curves for classification models (LR, RF, SVM, GB, KNN, and XGB) are shown in Figures

1-7. The loss function used in all models was Log Loss since it is commonly used to assess performance between two binary

classes.
Figure 2

Logistic Regression - Loss Curve

Log Loss
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Figure 3

Random Forest - Loss Curve
Random Forest - Loss Curve
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Analysis of Single-Epoch Trained Models:

For LR, RF, SVM, XGB, and KNN, only one epoch was trained with this model. Therefore, the loss curves for these models
only show one point in time, representing the loss after one pass through the training dataset. The loss curves created with only
one epoch of training do not give a good indication about how the models are doing with their learning and therefore, any
statement made about such points would be nothing more than a guess, and would not be able to be substantiated with much

evidence.
Figure 4

SVM - Loss Curve
SVM - Loss Curve
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Figure 5
Gradient Boosting - Loss Curve
Gradient Boosting - Loss Curve
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Detailed Analysis of XGBoost Loss Curve:

Since the Model trained with XGBoost has undergone a thorough analysis based on multi-epoch training (Figure 7) the
loss journey of the training process is well documented.The training loss was lowered very fast in the first epochs and then it
became stable, which means that the model was able to find patterns in the data very efficiently. Validation loss followed the
same trend and thus the model can be said to generalize well to the new samples. The steady decrease of the validation loss
means that the model's predictive performance on new data kept getting better as the training went on. The fact that the gap
between training and validation loss is very small is an indication that the model has not overfitted, as the performance on both
sets is still very close. Such a convergence is a sign that the model reached a stable state from which it can be expected that

further training will give only very small improvements
Figure 6

KNN - Loss Curve
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Figure 7

XGBoost - Loss Curve
XGBoost - Loss Curve
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Figure 8 presents a comparative analysis of classification accuracy across six ML models: LR, RF, SVM, GB, KNN, and
XGB. The Y-axis quantifies classification accuracy, ranging from 0.0 to 1.0, where 1.0 denotes perfect classification. The X-axis

enumerates the respective models.
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Figure 8

Model Accuracy Comparision

Model Accuracy Comparison

Observed Performance Trends:

Five models, namely LR, RF, GB, and KNN, demonstrated high classification accuracy, close to or scoring 1.0. This

indicates that these models have a strong ability to identify patterns in the dataset.
SVM Performance Deviation:

The SVM model showed a fairly less accurate performance as compared to the other models mentioned above. Although
SVM results still point to a decent performance, the difference highlights that the model might have struggled to understand

and represent the real distribution of the data in the dataset.
XGBoost Accuracy Anomaly:

A significant difference was noted in the XGB model only that it brought about an accuracy score of 0.492. This result is
in conflict with the model's normal performance pattern and thus, it requires further probing to figure out the reasons that are
causing it. Possible reasons for this abnormality could be an error in the way the model was implemented, an inconsistency in
the data preprocessing, a poor choice of hyperparameters, or even leakage of data, but not necessarily limited to these factors.
The next investigation will be directed towards discovering and fixing these possible problems so that the performance

evaluation can be accurate and reliable."

Figures 9 to 14 are the confusion matrices for six classification models: LR, RF, SVM, GB, KNN, and XGB. To be specific,
XGB, RF, and KNN were able to perform flawless classification. The model made a perfect identification of each instance in the

test data set. This outstanding result is the proof of XG's competence in capturing the underlying patterns of the data.
Figure 9

SVM - Confusion Matrix
SVM - Confusion Matrix
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The SVM model incorrectly labelled 94 real transactions as fake ones, thus it seems that the model has a tendency to
be biased towards the positive class. Such a difference reveals the necessity of examining the model setup in detail which
comprises changing the values of the hyperparameters, choosing the kernel, and also checking if there is any imbalance in
the classes. In addition, the true negative rate (specificity) of the SVM model that is around 84.4% is lower than that of the
other models, as well as the precision value of the positive class (fraudulent transactions) and the recall value of the negative
class (genuine transactions) of this model.

Model performance (100%) reveals the SVM's inability to identify negative examples flowed from these limitations
indicate that when considering this classification task, the SVM does not appear to be the ideal candidate of choice.

Figure 10

Logistic Regression - Confusion Matrix

Logistic Regression - Confusion Matrix
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Figure 11
Logistic Regression - Confusion Matrix
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The almost perfect performance of RF, KNN, and XGB at the testing phase may suggest that there is an overfitting issue
and perhaps some data leakage that causes these models to learn patterns from examples but do not generalize these patterns
to new data. To verify the validity of these results, model must use test methods such as k-fold cross-validation and evaluate
the performance of the models based on various metrics including accuracy, recall, precision, F1 score, and ROC-AUC. Since
the RF, KNN, and XGB models yield almost perfect results, one could conclude that the classification problem is not
complicated and that less complex models such as LR would work well; however, the current study is focused on using a more
complex method and one that can detect small changes and that is reliable across different situations.
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Figure 12

Gradient Boosting - Confusion Matrix

Gradient Boosting - Confusion Matrix
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Figure 13.

KNN - Confusion Matrix

KNN - Confusion Matrix
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XGB was used because it is excellent at handling complex relationships and feature interactions, very good at preventing
overfitting with efficient regularization techniques and has faster computation speed and scalability with large amounts of data
compared to other models such as Random Forest and KNN, which either do not correct errors when making final predictions
(Random Forests) or have issues with distance metrics, feature scaling, and irrelevant features (KNN).

Figure 14

XGBoost - Confusion Matrix
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In conclusion, XGB provides ideal classification results and has a competitive advantage with its ability to manage
complex data, reduce overfitting, and provide an efficient computation time making it the ideal primary model for the current
study. The further validation of the model through evaluation can lead to increased confidence in the use of this model for real-

world outcomes.
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