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ABSTRACT: The rapid advancement of digital technologies,
artificial intelligence, and blockchain has profoundly transformed
how information is generated, exchanged, and utilised in
commercial transactions. This evolution raises urgent legal and
technical challenges regarding the authentication of electronic
evidence, which is crucial to ensuring the integrity, reliability, and
probative value of digital data in judicial and arbitral proceedings.
This paper examines the theoretical foundations and practical
challenges of authenticating electronic evidence derived from
digital transactions and communications in Vietnam. Through
comparative analysis of legal frameworks in Singapore, the United
States, and the European Union, the study identifies Vietnam'’s lack
of integration between legal provisions and technical standards as
the main obstacle to effective authentication. The research proposes
a series of reforms, including establishing authentication
mechanisms for specific digital transactions, creating a trusted third-
party verification system, regulating the chain of custody,
institutionalising a national digital forensic centre, and promoting
capacity building through public-private partnerships. The findings
highlight thatimproving Vietnam's legal and technical framework for
the authentication of electronic evidence is essential not only for
procedural fairness and legal certainty but also for fostering a
transparent and trustworthy digital economy.
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Introduction

In the digital era, commercial, financial, and administrative activities are increasingly conducted
through online platforms, resulting in the proliferation of electronic data in the form of contracts, emails,
messages and social media content. These digital records have become vital sources of evidence in civil
and commercial dispute resolution. However, the inherent characteristics of electronic data, such as its
ease of duplication, modification, and deletion, pose significant challenges for determining authenticity,
reliability, and evidentiary value in legal proceedings (Nguyen Thanh Minh Chanh, 2021; Tran, 2022).
The key issue in contemporary litigation and arbitration is therefore not whether to accept electronic

evidence but how to authenticate it in a manner that ensures legal validity and probative force.

The authentication of electronic evidence is a dual challenge that lies at the intersection of law and
technology. It requires both legal mechanisms to establish the evidentiary status of digital data and
technical tools to verify its integrity and origin. Many jurisdictions, such as Singapore, the United States
and the European Union, have developed sophisticated frameworks that combine legal rules with
technical standards such as digital signatures, hash functions, timestamps and blockchain to maintain a
secure chain of custody (Wu & Zheng, 2020),(Al-E'mari et al., 2024), (Xiao et al., 2024). By contrast,
Vietnam'’s legal framework remains at a foundational stage. However, the Civil Procedure Code 2015 and
the Law on Electronic Transactions 2023 recognise the legal validity of data messages and electronic
documents; they lack detailed guidance on technical authentication, digital forensics and procedural

verification (Civil Procedure Code, 2015; Law on Electronic Transactions, 2023).
Research Aim

This study aims to examine the theoretical foundations, international practices, and practical
challenges related to the authentication of electronic evidence derived from digital transactions and
communications in Vietnam. By comparing Vietnam’s legal framework with those of advanced
jurisdictions such as Singapore, the United States, and the European Union, the research seeks to
propose legal and technical reforms to ensure that electronic evidence is of consistent integrity,
authenticity, and probative value, in line with international standards. The goal is to contribute to the
modernisation of Vietnam'’s judicial system and enhance the transparency and reliability of dispute

resolution in the digital era.
To achieve this objective, the study addresses the following three research questions:

1. How is the authentication of electronic evidence understood in the context of rapidly developing
digital data and technology?
2. What technical and legal mechanisms are employed in advanced countries for the authentication of

electronic evidence?

3. What provisions does Vietnam need to add or improve to ensure the legal value and feasibility of

authenticating electronic evidence?
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Results and Discussion

In the context of global digital transformation, digital transactions and information exchanges are
increasingly becoming the foundational platform for business and commercial relations in Vietnam. As a
result, electronic evidence formed from digital data and interactions in online environments has become
central in modern dispute resolution. However, the most complex legal issue today is not whether to
"accept” electronic evidence but how to “authenticate” it, verifying the integrity, origin, and authenticity
of the data. This challenge is not merely technical but requires coordination between law and technology

to ensure the probative value of electronic information (Nguyen Thanh Minh Chanh, 2021; Tran, 2022).
From a theoretical perspective

Electronic evidence has legal value only if it is secured through both legal and technical measures,
particularly by demonstrating the integrity and origin of the data (Mason & Seng, 2017). This view is
supported by Ferreira & Gromova, who emphasise that, in arbitration proceedings, authentication of
electronic evidence must be supported by technologies such as encryption, digital signatures, or
blockchain to protect the original data and guard against fraud (Ferreira & Gromova, 2023). From a
broader perspective, blockchain, hash functions, and metadata may become core tools in maintaining a
chain of custody — a factor that ensures data is not altered during collection and use (Rahul et al., 2024;
Wu & Zheng, 2020). Additionally, because electronic evidence is easily copied and altered, it cannot be
authenticated by the senses as traditional physical evidence can; instead, it must be verified through
“"digital traces” such as access logs, access-control systems, and digital forensic evidence. This view
opens a new approach: authentication of electronic evidence is not simply a technological procedure
but an essential component of a modern procedural mechanism, requiring that law keep pace with
technical advances (Xiao et al., 2024; Al-E'mari et al., 2024).

In Vietnam, the law has so far only recognised the legal value of electronic data, without establishing
technical norms for authentication. Although Article 94 of the Civil Procedure Code 2015 (Civil Procedure
Code, 2015), which included electronic data as admissible evidence, also addresses data messages and
electronic records, the Law on Electronic Transactions 2023 addresses them. Article 11 provides that: “A
data message shall not be denied legal effect, validity or enforceability solely because it is in electronic
form. Its evidentiary value is determined based on its reliability, methods of generation, storage,
transmission and the ability to maintain its integrity and identify its origin” (Law on Electronic Transactions,
2023). The law recognises the legal value of electronic data and digital signatures; their provisions
remain at a principled level, lacking specific technical guidance on authentication. However, this
insufficiency leads to many difficulties when the lack of digital forensic tools forces the bench to rely on
witness testimony rather than technical evidence. These instances clearly reflect that Vietnam'’s judiciary
still lacks a chain of custody and an independent data verification process (Nguyen Thanh Minh Chanh,
2021; Tran, 2022).
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From international experience, many advanced jurisdictions have established close coordination
between legal rules and technical standards to ensure the authenticity of electronic data. In the United
States, courts are increasingly recognising the probative value of social media data and digital platform
content, while warning of risks of manipulation or deletion. Proposals include using timestamping and
blockchain to enhance the reliability of evidence (Wang et al., 2024). Similarly, in Europe, cases involving
social networks show that although jurisprudence is evolving, challenges regarding the authenticity of
digital data persist (Psychogiopoulou, 2021). In Asia, Singapore is seen as a leading example of
combining legal regulation with technical authentication, allowing courts to verify messages, emails, or
OTT data through service provider confirmation. This mechanism ensures data integrity and authenticity
and significantly shortens litigation time (Seng, 2024). These instances clearly show that Vietnam can

draw on such experience to improve its legal framework.
From Practical Context

In Vietnam’s commercial dispute resolution practice, the authentication of electronic evidence
remains a significant challenge for both courts and arbitral tribunals. Despite the Civil Procedure Code
2015 and the Law on Electronic Transactions 2023 acknowledging the legal effect of data messages,
electronic signatures, and digital documents (Civil Procedure Code, 2015), (Law on Electronic
Transactions, 2023), these provisions remain largely principled and lack specific procedural guidance on
authentication, collection, preservation and digital forensic examination (Nguyen Thanh Minh Chanh,
2021), (Tran, 2022).

Judicial practice reveals that many cases are delayed or dismissed due to insufficient verification of
the origin or integrity of digital data. In a “loan contract dispute”, for example, the People’s Court of Binh
Xuyen District (TAND huyén Binh Xuyén, 2024). refused to admit printed Zalo messages as evidence
because of the absence of digital forensic tools, compelling the court to rely on oral testimony instead
of technical proof. This highlights the absence of a clearly defined chain of custody to ensure authenticity
during data collection, storage, and presentation. Vietnam also lacks an independent digital forensic
authority with a mandate to assist courts and arbitration tribunals in analysing, recovering, or
authenticating electronic evidence (Nguyen Thanh Minh Chanh, 2021; Tran, 2022).

Compared to advanced jurisdictions, Vietnam’s legal framework still lacks effective integration
between legal provisions and technical standards governing the authentication of electronic evidence.
In contrast, Singapore has established a detailed and coherent regime under its Evidence Act (1983)
(Singapore Parliament, 1983) and Electronic Transactions Act (2010) (Singapore Parliament, 2010).
Section ? of the Evidence Act mandates proof of “the integrity of the data storage system” as a condition
for establishing authenticity. Furthermore, Singapore’s legal practice permits network service providers
and digital platforms to verify essential metadata, such as the sender’s identity, transmission time, and IP
address, in civil and commercial disputes, ensuring the technical traceability of digital evidence (Seng,
2024).
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In the United States, the Federal Rules of Evidence (Rules 901 and 902) (13), (14) explicitly address
the authentication of electronic evidence (Federal Rules of Evidence, 2024). Under these provisions,
electronic evidence may be deemed self-authenticating if accompanied by a valid technical certification,
such as verified copies with a hash value, metadata or confirmation by a system administrator. U.S. courts
also accept digital forensic reports as independent proof of authenticity and origin (Wang et al., 2024).

In the European Union (EU), the elDAS Regulation (European Union, 2014) establishes a unified
framework for electronic identification and trust services. Under this regime, digital signatures,
timestamps, and electronic seals (e-seals) carry the same legal effect as handwritten signatures and are
mutually recognised across all Member States, thereby ensuring both the legal validity and technical

verifiability of electronic data (Psychogiopoulou, 2021; Stoykova, 2021).

In contrast, Vietnam’s system remains fragmented and essentially principle-based. Unlike
Singapore, the United States, and the EU-where mandatory technical standards such as hash verification,
timestamping, and chain-of-custody procedures are clearly defined-Vietnam has yet to codify
comparable procedures. As a result, the assessment of electronic evidence in Vietnam often depends
on judicial discretion rather than objective technical criteria, which undermines consistency,
predictability and transparency in adjudication (Nguyen Thanh Minh Chanh, 2021; Tran, 2022).

Recommendations for Improving the Vietnamese Law on the Authentication of Electronic
Evidence Derived from Digital Transactions and Communications

In the context of a rapidly developing digital economy, online transactions and communications
(such as emails, OTT applications, e-commerce platforms, electronic contracts, and blockchain-based
exchanges) have increasingly become the primary sources of evidence in the resolution of commercial
disputes. However, Vietnamese law currently stops at recognising the legal validity of data messages,
without establishing a coherent, scientific, and internationally standardised mechanism for
authenticating electronic evidence originating from digital transactions and communications. Therefore,
it is necessary to improve the law in the following directions.

Establishing Authentication Mechanisms for Specific Types of Digital Transactions

Vietnam should develop specific authentication mechanisms suited to various types of digital
transactions and communication platforms—such as email, OTT messaging applications (e.g., Zalo,
Viber), e-commerce exchanges, and electronic contracts. These mechanisms must clearly define the
source and method of data collection, identify both the sender and recipient, and record essential
metadata such as IP addresses, timestamps, and hash values. Such technical specifications are crucial for

ensuring data integrity, authenticity and traceability throughout the transaction process.

Vietnam may refer to the Singaporean model [Evidence Act (Cap. 97, Revised Edition)] (Singapore
Parliament, 1983), which requires proof of “the integrity of the data storage system” as a condition for

authenticating electronic information generated from digital transactions.
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Legal Framework for Trusted Third-Party Authentication

A comprehensive legal framework should be established to enable the authentication of electronic
evidence through trusted third parties. These entities may include electronic certification authorities,
telecommunications service providers, or licensed online transaction platforms that are authorised to

verify the identity of parties, the transmission time, and the integrity of content.

The European Union’s Regulation (EU) No. 910/2014 (elDAS) provides a valuable reference, as it
ensures the cross-border legal recognition of electronic signatures, timestamps and seals, thereby
reinforcing transparency and technical verifiability. This framework grants digital evidence the same legal
status as traditional paper-based documents, promoting trust and legal certainty in digital environments

(European Union, 2014).
Regulation of the Chain of Custody for Electronic Evidence

Vietnam should promulgate detailed regulations governing the chain of custody for electronic
evidence derived from digital transactions and communications. These regulations should encompass
all procedural stages from recording, storage and transfer to verification and presentation—under the
supervision  of  judicial  authorities or independent digital  forensic institutions.
To ensure consistency with international best practices, Vietnam should adopt ISO/IEC 27037:2012,
which provides standardised guidelines for the collection, preservation, and handling of digital
evidence. This approach guarantees that the integrity and reliability of data are maintained throughout

the entire evidentiary process (ISO, 2012).
Establishment of a Digital Forensic Centre for Civil and Commercial Matters

Vietnam should consider creating a Digital Forensic Centre for Civil and Commercial Matters to
assist courts and arbitral tribunals in authenticating electronic evidence arising from digital transactions
and communications. This specialised centre should be empowered to collaborate with network service
providers, e-commerce platforms, and technology enterprises to verify data origins, retrieve deleted

files, and analyse metadata.

The United States model, in which digital forensic reports are treated as self-authenticating
evidence under Federal Rules of Evidence 901 and 902(13), (14) (2024), demonstrates the effectiveness

of institutionalising forensic expertise within the evidentiary system (Federal Rules of Evidence, 2024).
Capacity Building and Public-Private Partnerships

To ensure effective implementation, Vietnam should invest in capacity building by organising
specialised training programs on the authentication of electronic evidence for judges, arbitrators,

prosecutors, and legal practitioners.

Simultaneously, public-private partnerships (PPPs) should be encouraged between judicial

authorities and major technology companies (e.g., Meta, Google, Zalo, Shopee, Tiki) to develop
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standardised procedures for data provision, sender-recipient verification, and timestamp confirmation.
These partnerships must also prioritise privacy protection and data security, ensuring that evidentiary

authentication aligns with both technological realities and legal safeguards.
Conclusion

The authentication of electronic evidence derived from digital transactions and communications
has become a pivotal aspect of Vietnam'’s legal modernisation. Despite the Civil Procedure Code (2015)
and the Law on Electronic Transactions (2023) establishing foundational principles recognising the legal
validity of data messages, electronic signatures, and digital documents, the absence of detailed
procedural and technical standards continues to hinder their effective implementation. In contrast,
jurisdictions such as Singapore, the United States, and the European Union have developed
comprehensive legal-technical frameworks that integrate mechanisms such as hash verification,
timestamping, and chain-of-custody procedures with legal presumptions of authenticity, thereby
ensuring the reliability and admissibility of digital evidence in judicial and arbitral proceedings. Vietnam,
however, remains at an early stage of this development due to the lack of an independent digital forensic
authority, inconsistent judicial assessment of electronic evidence and limited cooperation between
judicial institutions and digital service providers. To overcome these challenges, Vietnam should urgently
standardise the authentication process in line with international best practices by adopting clear
regulations on the chain of custody, incorporating ISO/IEC standards for digital evidence collection and
preservation, and recognising trusted third parties as legitimate authenticators. Additionally,
reestablishing a national digital forensic centre and enhancing digital literacy among judges, arbitrators,
and legal practitioners are essential to ensuring objective, scientific, and globally aligned evaluations of
electronic evidence. Ultimately, the authentication of electronic evidence from digital transactions and
communications is not merely a technical issue but a crucial step toward establishing a transparent,

reliable, and innovation-driven legal foundation for Vietnam'’s digital economy.
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